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Introduction 
 

Narrowband Internet of Things (NB-IoT) is a new fast-growing wireless technology 3GPP 

cellular technology standard introduced in Release 13 that addresses the LPWAN (Low 

Power Wide Area Network) requirements of the IoT. It's been classified as a 5G technology, 

standardised by 3GPP in 2016. It is a new 3GPP radio-access technology in the sense that 

it is not fully backward compatible with existing 3GPP devices.  

It is fast emerging as the best-in-class leading LPWAN technology to enable a wide range of 

new IoT devices, including smart parking, utilities, wearables, and industrial solutions. 

The main characterises of NB-IoT are:  

• An excellent indoor coverage,  

• A support of a massive number of connections, 

• A cost efficiency,  

• To support Massive Machine Type Communication (mMTC) 

• To enable low-power, low-cost and low -data-rate communication ideal for IoT 

• To optimise network architecture.  

Below you can find a map that help you track the expansion of these low power wide area 

networks. It’s updated by GSM Association.  

Release 13 introduced a new UE category for NB-IoT: Cat. NB1 



Physical Layer in NB-IoT 
 

Physical Layer defines the physical operation of the NB-IoT device including receive 

sensitivity, channel rejection, output power, number of channels, chip modulation, and 

transmission rate specifications.   

a) Generalities 
 

NB-IoT adopts the same protocol stack as the legacy LTE. However, some design changes 

in both PHY and MAC layers were introduced to support the massive long-range 

connections with up to additional 20 dB MCL than in legacy technologies such as LTE, GSM, 

and GPRS. Those changes are described in what follow.  

NB-IoT inherits from LTE most of its features as well as its essential channels and signals. 

However, the complexity of these channels and signals was reduced in order to respect the 

low-cost and low-power constraints of NB-IoT user equipment modules.  

b) Mode of Operations  

i) Bandwidth  

The system was designed to occupy a frequency band of 180 kHz (corresponding to one 

resource block in the LTE system), and to handle a high number of repetitions to achieve 

long-range transmissions and deep indoor penetration.  

NB-IoT has a channel bandwidth of 200 kHz but occupies only 180 kHz. This is equal to one 

resource block in LTE (1 RB). This bandwidth enables three modes of operation: 

• Standalone operation: NB-IoT operates independently, for example on channels 

previously used for GSM. The GSM channel bandwidth of 200 kHz provides a 10 kHz 

guard buffer on both sides to neighbouring GSM channels. 

• Guard band operation: NB-IoT utilizes resource blocks in the guard bands of an 

LTE channel 

• In-band operation: NB-IoT re-uses frequencies which are not used by LTE inside 

the LTE channel bandwidth 

Figure 1: Examples of NB-IoT stand-alone deployment and LTE in-band and guard-band 

deployments in the downlink. 



So, in In-band and guard-band modes, NB- IoT occupies PRB (Physical Resource Block) of 

180 KHz in LTE spectrum in both downlink and uplink.  Likewise, NB-IoT uses standalone 

mode which is a deployment using existing idle spectrum resources. These resources can 

be the operator’s spectrum fragments with non-standard bandwidths or spared from other 

radio access technologies by refarming.  

ii) Frequency Bands  

Release 13 provides the following bands: NB-IoT uses the same numbers as LTE but only a 

subset is defined. 

 

Band number  Uplink frequency range / 
MHz 

Downlink frequency 
range / MHz 

1 1920 – 1980 2110 - 2170 
2 1850 - 1910 1930 – 1990  
3 1710 – 1785  1805 – 1880 
5 824 – 849  869 – 894 
8 880 – 915  925 – 960  
12 699 – 716   729 – 746  
13 777 – 787  746 -756 
17 704 – 716  734 – 746  
18 815 – 830 860 – 875  
19 830 – 845  875 – 890  
20 832 – 862  791 – 821  
26 814 – 849  859 – 894  
28 703 – 748  758 – 803  
66 1710 – 1780 2110 – 2200 

Figure 2: NB-IoT frequency band 

c) Drive system  

To reach the massive device deployment objective, NB-IoT uses the allocation of Resource 

Units (RU) to multiple UE unlike LTE where the whole resource block is allocated to a single 

UE (User Equipment) in the uplink.  

i) Downlink 

The downlink (DL) of NB-IoT is based on OFDMA with the same 15 kHz subcarrier spacing 

as LTE. Slot, subframe, and frame durations are 0.5 ms, 1 ms, and 10 ms, respectively, 

identical to those in LTE.   

 

 



Figure 3: Downlink grid: 12 carriers with 15 

kHz spacing yields a channel bandwidth of 180 

kHz. One slot consists of seven OFDMA symbols 

 

 

 

 

 

 

 

 

NB-IoT uses only 12 carriers, which leads to an occupied bandwidth of 180 kHz. One slot 

consists of seven OFDMA symbols.  

Reusing the same OFDM numerology as LTE ensures the coexistence  

performance with LTE in the downlink. For example, when  

NB-IoT is deployed inside an LTE carrier, the orthogonality  

between the NB-IoT PRB and all the other LTE PRBs is  

preserved in the downlink. 

ii) Uplink 

In the uplink (UL), two different possibilities are defined. It can use either a single carrier 

or multiple carriers.  

• Single-tone: 15 kHz or 3.75 kHz carrier spacing (single-tone is mandatory) 

• Multitone: SC-FDMA with 15 kHz carrier spacing (optional)  

Here, the carrier spacing in the multitone process is the same as in the downlink and in 

LTE. 

With a carrier spacing of 15 kHz, 12 carriers are available: 3.75 kHz spacing yields 48 

carriers. 

 



 

Figure 4: Resource element grid in the uplink 

The 15 kHz  

numerology is identical to LTE and thus achieves the best  

coexistence performance with LTE in the uplink. The 3.75  

kHz single-tone numerology uses 2 ms slot duration. Like the  

downlink, an uplink NB-IoT carrier uses a total system  

bandwidth of 180 kHz.  

 

d) Modulation  

The NB-IoT protocol uses the the BPSK and QPSK modulation schemes with only one 

antenna support both in uplink and downlink transmission. 

• In Uplink, the modulation used is 𝑸𝑷𝑺𝑲, 
𝝅

𝟒
 𝑸𝑷𝑺𝑲, 𝒂𝒏𝒅 

𝝅

𝟐
 𝑩𝑷𝑺𝑲.  Indeed, for single-

tone, the modulation is π/2-BPSK or π/4-QPSK; for multitone it is always QPSK. 

 

• Moreover, the quadrature phase-shift keying (QPSK) is the only modulation format 

that can be used for NB-IoT downlink transmissions.  

 

e) Datarate & Scope 

NB-IoT supports ultra-low complexity devices with very narrow bandwidth, 200 kHz. Due 

to its narrow bandwidth, the data rate peaks at around 20 until 250 Kbits/s.  

Furthermore, the scope is:   

• 1 km in urban area 

• 10 km in rural area  

 



f) Summary table of Physical layer 

Parameters NB-IoT 

Bandwidth o Standalone Mode: 200kHz 
 

o In-band Mode: 180 kHz in LTE 
spectrum 
 

o Guard-band mode: 180 kHz in LTE 
spectrum  

Modulation o Uplink: 𝑄𝑃𝑆𝐾,
 𝜋

4
 𝑄𝑃𝑆𝐾,

 𝜋

2
 𝐵𝑃𝑆𝐾 

 
o Downlink: QPSK 

Data rate o 20 until 250 Kbits/s 
Max Payload o Uplink: 1000 bits 

 
o Downlink: 680 bits  

Access Medium o Uplink: SC-FDMA 
 

o Downlink: OFDMA 
Coverage o 1km in urban area 

 
o 10 km in rural area 

Roaming o No contrary to LTE-M 
Latency o < 10 seconds  

Handover o End-devices join a single base 
station 

Channel Coding o Turbo Codes  
 

  



Channel Access and Mac Layer in NB-IoT 
 

The Medium Access Control layer is the interface between the physical and the network 

layer. Access Control is a mechanism that controls the access of stations to the transmission 

link. 

a) Physical Channels and Signals 

In NB-IoT, the access protocols are different between uplink and downlink.  

i) Access protocols on Downlink  

For downlink communications, OFDMA is used. It is a form of multicarrier modulation and 

consists of several closely spaced modulated carriers that do not interfere with each other. 

So, it’s possible to use more slots in the same band size compared to simple FDMA.   

Indeed, according to Release 13, the theoretical peak speed of the downlink is around 250 

kb/s. NB-IoT provides the following physical signals and channels in the downlink: 

o Narrowband Primary Synchronization Signal (NPSS), this signal is used by the UE 

to perform time and frequency synchronization. 

 

o Narrowband Secondary Synchronization Signal (NSSS), it is the second essential 

signal transmitted by the eNB. It only carries the cell identity (cell ID) information 

to the base station.  

 

o Narrowband Reference Signal (NRS), it is dedicated to channel estimation in the 

frequency domain. The NRS is used to estimate link quality.  

 

o Narrowband Physical Broadcast Channel (NPBCH) that is he first essential channel 

for the NB-IoT UE modules as it is the first to be decoded. Moreover, this channel 

carries the narrowband master information block (MIB-NB) once every 640ms.  

 

o Narrowband Physical Downlink Shared Channel (NPDSCH), it is dedicated to data 

transmissions. It is used to transmit system information blocks and the data for 

users. 

 

o Narrowband Physical Downlink Control Channel (NPDCCH). As in LTE, a control 

channel is needed to prepare the phase of data transmission. In NB-IoT, the NPDCCH 

is dedicated to the transmission of control information from the network towards 

the UEs. 

 

ii) Access protocols on Uplink  

For Uplink communications,  the access protocol is SC-FDMA. SC-FDMA is a digital radio 

coding technology used in particular in 4th generation LTE mobile phone networks; it uses 



both frequency division multiple access and time division multiple access techniques 

(frequency and time division multiplexing). 

Indeed, according to Release 13, the theoretical peak speed of the uplink is around 

2267kb/s. NB-IoT includes the following channels in the uplink:  

o Narrowband Physical Random-Access Channel (NPRACH), this signal is used to 

perform initial access to the network, to request transmission resources and to 

reconnect to the base station after a link failure. 

 

o Narrowband Physical Uplink Shared Channel (NPUSCH), it is dedicated to data 

packet transmissions. 

 

o Demodulation Reference Signal (DMRS), for the accuracy of the uplink channel 

estimation. 

 

b) Collisions 

To avoid collisions on the NPRACH channel, NB-IoT use the Slotted ALOHA protocol.  

ALOHA is a medium access control (MAC) protocol for transmission of data via a shared 

network channel. Using this protocol, several data streams originating from multiple nodes 

are transferred through a multi-point transmission channel.  

The main characterizes about this protocol are:   

• Slotted Aloha divides the time of shared channel into discrete intervals called as 

time slots.  

 

• Any station can transmit its data in any time slot 

 

• The only condition is that station must start its transmission from the beginning of 

the time slot 

 

• If the beginning of the slot is missed, then station has to wait until the beginning of 

the next time slot 

 

• A collision may occur if two or more stations try to transmit data at the beginning 

of the same time slot 

  



Power consumption 
 

a)   The mechanism behind the power management of an NB-IoT device 

The NB-IoT standard principal power consumption real advantage comes from two 

technologies: PSM and eDRX, which are two modes that allows the device to drastically 

reduce the amount of power used at certain points of time.  

 

Figure 5 : Different state and mechanism of an NB-IoT device [2] 

The eDRX mechanism consist in different listening/sleep cycles, it is called Paging Time 

Windows (PTW) and is followed by a long sleep period. This required very low power 

because when asleep the radio of the device is off. It can still be contacted by the network 

within a limited time interval, which is why it still uses a bit of power.  

The PSM mechanism, on the other hand, is the most effective power saving technique, 

when in this mode the device can be in three states. In deep sleep, it completely switches 

off its radio and therefore is not reachable by the network anymore. The only thing that is 

still going on when in this mode, is a Connection Resume Operation that notify the 

network to remain registered. It also periodically performs a Tracking Area Update 

(TAU), which is to transmit its location to the network. It also alternates with classical 

DRX cycles during which it is activately listening.  

Those different states are managed by timers that are unique to every mode, except for 

DRX mode timer that can be applying to the two others.  

 

Figure 6: Timers used in the different mode of NB-IoT [2] 



We notice that a device can stay up to 17 days in PSM mode which is huge to power 

consumption since it reduces the need by more than 90%.[2] 

Two other parameters that are aimed at making the communication more reliable can 

also play an important part in the power consumption of the device.  

First, the Extended Coverage Level (ECL) has 3 levels depending on the received power 

that will determine the number of times a message can be repeated. This feature helps 

provide a better robustness but can increase the cost in power depending on the number 

of times a message is repeated, in ECL: 2, it can be sent 2048 times.  

Second, the Release Assistance Indicator (RAI) has 3 flag values and is used to give 

information about his future state to the base station. It allows the device to go in sleep 

mode right after sending a message in which it will be stated by the flag. 

Under good condition the use of those specific flags can drastically improve the battery 

life as we can see in the next figure. 

 

Figure 7: Expected battery lifetime depending of transmissions interval and timers [2] 

In this experiment there is a good signal condition, and the transmission is a single 20-

byte UDP packet. Also, it is grouped by transmissions interval, the results however show 

that depending on the use or not of RAI-400 the lifetime of the battery can increase up to 

7 times for the same module and operator.  

b)  Measurement of an NB-IoT power consumption 

Now that we’ve explained the different mechanism involved in the power consumption of 

a NB-IoT device, we will explore how much it actually consumes in different scenarios.  

As we have seen before the device is not always in the same mode and each mode need a 

different amount of power to work. There is also a huge different between uplink and 

downlink, sending data consume more than receiving it, but to receive data the module 

must be listening which also involve more energy. Nevertheless, we can pick the four 

most common state a device will be in and measure the power consumption for each. 

In the following figure, the device A is already commercialized whereas the device B is 

only a prototype not totally functional which is probably why it needs more power.  



 

Figure 8: Measured power consumption on two NB-IoT devices [3] 

The transmit measure were made with a 23dBm signal, the sleep correspond to eDRX 

mode and standby to PSM mode. As we can see the two modes, we previously talked 

about are very helpful in saving power up to a point where it barely consumes any.  

Now to go further we will figure how much energy a bit uses to transmit. Based on the 

data from figure 8 and using the device A, the device B is not yet commercialized, we can 

estimate the Joule per bit.  

We know that 1𝑊 = 1𝐽. 𝑠−1  so here we have 0.716𝑊 = 0.716𝐽. 𝑠−1 also based on the first 

part we know that the data rate can go from 20 to 250kbit/s. We will start by the lowest 

possible data rate which is 20 000 bit/s, we then have: 

0.716

20000
= 0.036𝑚𝐽. 𝑏𝑖𝑡−1 

So, we get that the energy consumption of a NB-IoT device is 36µJ/bit. 

According to the data in figure 8 and depending on the quality of the transmission we can 

make estimation around the battery lifetime, as shown in the figure below. 

 

Figure 9: Battery life time as a function of the transmit periodicity [4] 

This figure shows that a NB-IoT device has a really good lifespan but that it can be 

drastically lowered by the environment, from 10 years to 1 year depending only on the 

condition.   

 



Security  
 

Narrowband-IoT is a cellular technology and therefore is operated in a licensed spectrum. 

It is based on the LTE standard and thanks to that that advantage of the tested and 

approved security mechanism of LTE.  

The use of OFDMA with 64QAM for downlink communication and SC-FDMA with 64QAM 

for uplink implies a great robustness against disturbances but also make RF Jamming as 

well as Fake base stations possible to do. However, if it’s easy to set-up a rogue base 

station it’s very hard to integrate in a network due to mutual authentication. 

Due to the fact that NB-IoT devices use LTE standard, it must be equipped with a SIM card 

that is secure and tamper-resistant. Since SIM manufacturers are regularly certified by 

the CSMA and works with high-security data center, the security is greatly enhanced. 

Therefore the three main advantages of the NB-IoT Initial Attach procedure are [5] : 

• Explicit mutual authentification (based on pre-shared key in SIM and HSS) 

• Secure key generation 

• SIM is a secure element 

Regarding the data transmission there are two possibilities.  

First the Data Over NAS (DoNAS) allows the user data, that are transported via the MME 

(Mobility Management Entity), to be encapsulated in NAS (Non-Acces Startum). It can be 

used to transport IP or non-IP traffic. The key security advantage of this is that it ensures 

the same level of protection that is reserved for network signalling.  

 

Figure 10: Path for DoNAS data in contrast with traditional IP over user plane path [6] 

Then there is the Non-IP Data Delivery (NIDD) that is used when the amount of data is so 

small it would be a waste to add large IP headers. There is two ways to make this work : 



• « Transport data using a point-to-point (PtP) SG interface tunnel to the application 

server. This means that the device can only communicate with the pre-defined 

application server, making the communications link more secure by restricting the 

destination, as discussed in the Managed Connectivity section » [6]  

• « Transport data using the service capability exposure function (SCEF). The SCEF 

provides a means to securely expose service and network capabilities through 

network application programming interfaces (APIs). In this way, access to the IoT 

devices is restricted to application servers that have been authenticated and 

authorised to access the IoT devices. » [6] 

 

Figure 11: The two paths of NIDD [6] 

To summarize, NB-IoT device benefit from using the same features of LTE mobile 

network for [7]: 

• User identity confidentiality 

• Entity authentification 

• Data integrity 

• Mobile device identification 

We have seen that, using the LTE network, NB-IoT device have a very high level of 

security. However, it does not mean there is no vulnerabilities. The device can use UMTS 

(3G) network if no LTE access is available, this increases the attack surface. Those 

networks were not as secured as LTE is now. The fact that NB-IoT network heavily rely on 

IP technology also can be an issue since it’s a widely known technology for security expert 

but also for cybercriminal. [5] 

 

  



Conclusion  
 

The IoT is rapidly gaining prominence due to its nearly limitless potential in terms of applications for 

individuals and industries. 

In this work, we addressed the Release 13 of the NB-IoT 3GPP LPWA technology. More specifically, we 

addressed its physical layer, its MAC layer, the device power consumption, and the protocol’s security 

option.  

From the beginning, the specification of NB-IoT included considerations for its coexistence with 

both LTE and GSM. Parts of the physical layers of LTE were reused in NB-IoT. 

Due to the reduction of the NB-IoT bandwidth to 180 kHz, low data rate devices can have extended 

coverage, complexity reduction, and low power consumption. For scenarios with coverage problems of 

cellular network operators, NB-IoT is seen as the future of IoT devices using mobile network 

infrastructure. 
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